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(57) Abstract 

In a network 
environment (200), multiple 
cl ients (2 1 0) and mul t iplc 
servers (230) are connected 
via a local area network 
(LAN) (220) to a tape backup 
apparatus (240). Each 
client (210) and each server 
is provided with backup 
agent software (215), which 
schedules backup operations 
on the basis of time since the 
last backup, the amount of 
information generated since 
the last backup, or the like. 
An agent (215a) also sends 
a request to the tape backup 
apparatus (240), prior to 
an actual backup, including 
information representative 
of the files that it intends to 
back up. The tape backup 
apparatus (240) is provided 
with a mechanism to receive 

backup requests from the client agents (215) and accept or reject backup requests on the basis of backup server loading, network loading, 
or the like. The tape backup apparatus (240) is further provided with mechanisms to enact redundant file elimination (RFE), whereby the 
server indicates to the client agents, prior to files being backed up, that certain of the files to be backed up are already stored by the backup 
server. Thus, the clients do not need to send the redundant files to be backed up. The tape backup apparatus (240) comprises a two-tier 
data storage system in which all backed up data is stored in on-line media, such as a hard disk (244). A copy of tn^.data on the on-line 
media (244) is periodically backed up to off-line media, such as tape. The backup server is provided with mechanisms whereby a client 
can restore any of its "lost" data by copying it directly from the on-line storage, without the need for backup administrator assistance. 
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DATA BACKUP AND RECOVERY SYSTEMS 

Technical Field 

The present invention relates to computer data backup and recovery and particularly, but not 
5 exclusively, to apparatus, methods and systems for enacting data backup and recovery. 

Background Art 

Typically computer networks in use today have the basic topology shown in the diagram in 
Figure 1 . In Figure I, several client workstations are connected via a network to several servers. 

10 Users perform work on the client workstations that can communicate via a network link with 

the servers. Clients typically store unique user data whereas servers typically provide a common 
central point for some function such as shared hard disk storage, data backup storage, software 
applications or printer control. 

There are a number of current schemes used for backing up data on the network. A first 

15 scheme is for each client to individually store data to a device such as a tape drive. Tape storage has 
become the preferred method of backing up information on computers due to its relatively low cost, 
high capacity, durability and portability. This first scheme requires each person, or each administrator, . 
responsible for a client to be responsible for backing up the data. Also, each client requires its own 
backup device. A second scheme is for each client to store important data on a remote file server, 

20 where the server data is backed up at regular intervals, for example on a daily basis. Thus, if a client 
fails, potentially only less important information is lost A third scheme, which is available, for 
example, to systems which operate under Windows NT4 and are part of an NT Domain, is that all 
* specified * information on a client is backed up, typically overnight, to a tape drive connected to an 
NT server. 

25 Known backup schemes offer relatively good protection for client data, but with a very high 

administration overhead. For example, if data needs to be recovered by a client, for example as a 
result of one or more files being 'lost* or destroyed, then the client's owner typically needs to contact an 
administrator of the backup system and request a restore procedure. Typically, a restore procedure 
involves the backup system administrator tracking down and mounting a respective tape, on which the 

30 last backup of the lost file(s) was made, and initiating the restore procedure. While such a procedure 
is typically very reliable, it can be perceived as onerous on client users and backup system 
administrators alike. 

Disclosure of the Invention 
35 In accordance with a first aspect, the present invention provides tape storage apparatus, 

comprising: 

interface means for connecting the apparatus to one or more clients; 
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controller means for controlling the apparatus and for processing messages received from the 
one or more clients; 

primary storage means; and 

tape storage means, 
5 wherein the controller is programmed: 

to process backup and restore messages received from the one or more clients respectively to 
backup to the primary storage means data received from the clients and to restore to said clients data 
from the primary storage means; and 

to backup to the tape storage means, in accordance with pre-defined criteria, at least some of 
10 the data stored in the primary storage means and to restore to the primary storage means, in 
accordance with a respective restore message received from a client, at least some data stored in the 
tape storage means. 

Preferably, the controller means is programmed to maintain stored on the primary storage 
means at least the most current version of all data received from the clients. In this way, a data restore 
15 operation can be enacted using data stored in primary storage, without needing to find and install any 
particular backup tape. 

Preferably, the controller means is programmed to backup data stored in the primary storage 
means to the tape storage means independently of any messages from the clients. 

In preferred embodiments, the primary storage means comprises a random access storage 
20 means such as a hard disk drive. Alternatively, the primary storage means comprises non-volatile 
random access memory (NV-RAM). For the latter case, however, the applicants believe that currently 
NV-RAM would be very prohibitively expensive compared to a hard disk drive. 

In preferred embodiments, the tape storage apparatus comprises a housing configured 
specifically to house the controller, the interface means, the primary storage means and the tape 
25 storage means. Thus, the tape storage apparatus provides a dedicated and integrated solution to data 
storage and recovery. In other, less preferred embodiments, the components of the apparatus may be 
distributed, for example, with some of the components residing on or in other apparatus, such as a 
computer. 

In accordance with a second aspect, the present invention provides a method of backing up to 
30 a data backup and restore apparatus attached to a network data stored in one or more clients also 
attached to the network, the method comprising the data backup and restore apparatus storing in 
primary data storage a most recent version of all data received from the clients and, from time to time, 
in accordance with pre-determined criteria, storing in secondary data storage at least some of the data 
stored in the primary data storage. 
35 In accordance with a third aspect, the present invention provides a data storage system 

comprising: 

a network; 
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tape storage apparatus as claimed in any one of claims 1 to 14; and 

at least one client connected to the apparatus, the (or the at least one) client comprising client 
storage means and client processing means, the client processing means being programmed in 
accordance with pre-determined criteria to determine when data stored in the client storage means 
5 should be backed up to the tape backup apparatus. 

Other aspects and embodiments of the invention will become apparent from the following 
description and claims. 

Brief Description of the Drawings 
10 An embodiment of the present invention will now be described in more detail, by way of 

example only, with reference to the following drawings, of which: 
Figure 1 is a diagram of a conventional computer network; 

Figure 2 is a diagram of a computer network modified to operate in accordance with the 
present exemplary embodiment; 
15 Figure 1 3 is a diagram illustrating the main functional features of a client according to the 

present exemplary embodiment; 

Figure 4 is a diagram which illustrates the main file structures on the tape backup apparatus to 
facilitate a backup operation according to the present exemplary embodiment; 

Figure 5 is a diagram illustrating the main functional features of a backup apparatus according 
20 to the present exemplary embodiment; 

Figure 6 is a flow diagram representing a backup operation according to the present exemplary 
embodiment; 

Figure 7 is a diagram which illustrates file information gathered during the procedure 
described in relation to Figure 6; 
25 Figure 8 is a diagram which represents a redundant file elimination index; and 

Figure 9 is a block diagram of backup apparatus according to an embodiment of the present 
invention. 

Best Mode For Carrying Out the Invention, & Industrial Applicability 

30 As has already been discussed, hitherto known backup schemes and systems offer relatively 

good protection for network data, but with a potentially very high administration overhead, 
particularly when data restoration from tape is required. Administrators have the added problems of 
backups not being run, or failing due to lack of training or knowledge on the part of the client users. 
This is especially true of backup scheduling, media handling and maintenance schemes, such as tape 

35 rotation or drive cleaning. Failed backups can result in data loss, which, at best, causes time to be lost 
in recreating the data. 
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Also, as the amount of networked data increases, backup capacity and network bandwidth 
become significant limiting factors (takes longer to backup and thus increases network down time 
during backup), as does the increasing amount of backup administration overhead. 

Consider a 10 - client and 2 - server network where each client has 2 Gbytes of disk storage 
5 and each server has 20 Gbytes of disk space. A tape storage device would potentially need to have a 
capacity of 60 Gbytes to guarantee to completely back up the network. 

Further, a typical 10-Base-T network can transfer at most 1 Mbyte of data per second. A full 
backup of the above network would take 60,000 seconds or 17 hours. During this time, the network 
would be unavailable for use for any other means. This would be unacceptable to most users. 
10 The embodiments described herein aims to address at least some of these issues. 

Figure 1 is a diagram, which illustrates a general prior art networked computer environment 
100. As shown, a plurality of computer systems, or clients, (designated 1 10a, LI 0b, etc) are connected 
to a computer network 120. In this example, the network is a LAN (local area network), such as an 
Ethernet, which supports the TCP/IP data communications protocol. Also connected to the LAN are a 
15 number of servers (designated 130a, 130b, etc). The servers may be, for example, file servers, print 
servers, email servers, or any combination thereof. In the diagram, a tape drive 140 is illustrated 
connected to the server 130a, where the server 130a is a file server. The data stored on the file server 
130a, in on-line storage (where on-line indicates that the storage is accessible at a given instance) such 
as a hard disk drive, is backed up to the tape drive 140 on a daily basis, typically to a new tape each 
20 day. Tape media is termed off-line storage, since when a tape is removed it is no longer accessible. A 
backup operation is scheduled and controlled by backup software, which runs as a background process 
on the file server 130a. The backup software schedules the backup to happen at, for example, 
1 1 :00pm each night, and controls the transfer of data from the file server 1 30a to the backup apparatus 
900. 

25 Figure 2 is a diagram, which illustrates a networked computer environment 200 modified for 

operation according to the present embodiment As shown, a plurality of clients (designated 210a, 
210b, etc) are connected to a computer network 220. In this case also, the network is a LAN (local 
area network), such as an Ethernet, which supports the TCP/IP data communications protocol. A 
number of servers (designated 230a, 230b, etc) are connected to the LAN 220. The servers, as above, 

30 may be file servers, print servers, email servers, or any combination thereof. Also connected to the 
LAN 220 is a tape backup apparatus 240 according to the present embodiment. The tape backup 
apparatus 240 is shown to include a hard disk drive device 242 in addition to a tape drive mechanism 
244. The operation of the tape backup apparatus 240 will be described in more detail below. 

In general terms, servers can be thought of as more powerful clients, or clients with large 

35 amounts of disk storage. Thus, for the sake of convenience and unless otherwise stated, the term 
"client" when used hereafter shall be taken to mean either a server or a client in a network 
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environment Further, for ease of description only, the term "client** shall also be taken to include any 
device or apparatus which stores data locally which can be backed up remotely. 

Further, unless otherwise indicated, only one client system 210a will be considered, although 
it will be understood that the other clients operate in the same manner. 
5 The client 210a includes a backup agent 215a, which comprises one or more software 

routines. The main functional modules of the backup agent 215a are illustrated in the diagram in 
Figure 3. Each module comprises one or more software routines, written for example in the C++ 
programming language, which control the client 210a to process data and communicate with the tape 
backup apparatus 240 as described in detail below. The software routines are stored on a hard disk 

10 drive device (not shown) in the client and are loaded into main random access memory (RAM) when 
they are required to operate, and a central processor in the client processes the instructions to control 
the client to operate in accordance with the present embodiment The lines illustrated interconnecting 
the various modules and diagram blocks represent communications channels which are open some or 
all of the time, depending on requirement The client 210a is a general purpose computer, such as a 

15 PC running the Windows NT 4.0 operating system 

DYNAMIC SCHEDULER MODULE 

In Figure 3, a dynamic scheduler 310 is a module responsible for dynamically initiating a 
backup cycle from the client 210a, based on time since the last backup and the local system resources. 

20 A local backup configuration file 312 contains details on a general network-wide policy set by the 
network administrator and a local user-defined policy, in terms of a target time delay before data is 
protected. For example, one default policy would be to attempt a backup once an hour. The dynamic 
scheduler 3 1 0 is a background process which runs permanently on the client 210a. 

After the target time delay (e.g. 1-hour) has passed, the scheduler 310 assesses the local client 

25 system 210a resources to ensure that the backup can run without seriously impacting the system 
performance. If the local client system 210a is heavily loaded, for example at 95% capacity, the 
scheduler 310 will retry a short period later (e.g. after 5 minutes) and continue retrying until the 
system has enough free resources to run the backup. There is an upper time limit to the retry, for 
example 30 - minutes, after which time a backup is forced irrespective of system loading. The upper 

30 time limit for retrying is another general policy variable stored locally in the backup configuration file 
312. 

Once the local client system resources allow, the scheduler 310 communicates with the tape 
backup apparatus 240 to request a backup slot The tape backup apparatus 240 will allow the backup 
job to start if the network bandwidth can support it If there are already other backups running from 
35 other clients, which are using up all of the network bandwidth allocated to backups, the tape backup 
apparatus 240 communicates with the client 210a to refuse the request. As a result, the scheduler 310 
returns to the retry cycle and waits until the tape backup apparatus 240 gives permission to progress. 
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Because the backup agent 215a dynamically initiates the backup jobs, the overall network 
backup scheme is configuration independent Thus, a client can power-save, or a portable client can 
be detached from the network, and on return the backups can continue seamlessly. Thus, there is no 
requirement for the tape backup apparatus 240 to have any 'knowledge* of which clients are 
5 connected, or are not connected, to the network at any time. 

The dynamic scheduler 310 also has responsibility for initiating the operation of the other 
modules when required. 

ACTIVE FILE MANAGER MODULE 

10 An active file manager module (AFM) 320 monitors which files are to be opened by the 

backup agent 215a, for the purpose of backing up. Before a file is opened, the AFM 320 checks the 
client's file system 322 to see if the file is already in use by another program running on the client 
210a. If the file is already in use, the AFM 320 waits until the file is in a "safe" state for the backup 
agent 215a to back it up. Only when the file is "safe" does the AFM 320 allow the backup agent 215a 

15 to open the file. A file can be "safe w even if the file is locked and in use. If the file is written to during 
the backup operation, the AFM 320 automatically preserves the data to be backed up by sending the 
respective blocks directly to the tape backup apparatus 240 over the network. The tape backup 
apparatus 240 can then manage or re-order these out of order backup blocks, thus preserving the 
original state of the file from when the backup started. 

20 For example, consider a database of customer addresses (not shown), which is being backed 

up. During the backup, a user changes one of the entries in a part of the database that has not yet been 
backed up. The AFM 320 immediately sends the old address to the backup server, and when the 
backup reaches this point it skips the updated address in the database. This method means that when a 
database application thinks it has written data to disk, it has indeed been written to disk, and not 

25 cached somewhere else. Thus, there is no possibility of data loss or corruption if the server 240 were 
to crash during the backup. 

The AFM 320 can be user-configured to determine when a file is "safe" to backup. For 
example, the AFM 320 can use a write inactivity period to decide this, which would be one of the 
general policy values stored in the backup configuration file 312. In order to ensure that a backup 

30 copy of a file does not contain a partial transaction, the AFM 320 monitors the period of time that 
passes without a write taking place. For example, if the time is set to 5 seconds, the file is not "safe" 
until there is a 5 second period when there are no writes active, and at this point the file can be backed 
up. There is also a value for the period of time after which the AFM 320 gives up trying to find a safe 
state. For example, if this time is set to 60 seconds, then the AFM 320 will try for one minute to find a 

35 5 second period with no writes. 

Some applications, notably databases, operate a number of files simultaneously (e.g. data files 
and index files) and to assure the overall integrity of such files they must be configured as a "group*. 
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A group defines a number of files that must be backed up from a collective "safe" state, and only when 
every file in the group is simultaneously in a "safe" state can each file be backed up. This grouping is 
performed automatically by the AFM 320 when it detects one of the major database types (e.g. 
Exchange, Notes, SQL Server, and Oracle). Further, the AFM 320 may be configured to treat user- 
5 defined list of files as groups, with the group definitions being stored in the backup configuration file 
312. 

FILE DIFFERENCING MODULE 

A file differencing module (FDM) 330 is a module m the backup agent 215a that selects the 

10 files to be backed up by determining which files have changed or been added since the last backup. 
The module- achieves this by reading the current directory tree of the local file system 322 and 
checking each file's modified time/date against the entries in a cached Directory Tree File (DTP) 332 
generated from the last backup. Modified files will have different times and dates, and new files will 
have no corresponding entry. Modified files are marked as "Modified" and new files are marked as 

1 5 "New". Note that for the first backup after installation all files will be new files. 

Before the list of modified or new files is further processed, the list is filtered for excluded 
files (such as temporary files, Internet cache files, swap files, etc). The policy for excluding files is 
held in the local backup configuration file 312, and is generated from a general network policy set by 
the network administrator and also from a user-defined set of excluded files or directories. 

20 The next stage is to determine which of the new files are already held on the tape backup 

apparatus 240, and are thus redundant For example, if there has already been a backup of a 
Windows95 workstation, then subsequent backups will determine that the Windows95 operating 
system files are redundant The FDM 330 first sends the list of the selected new files to the tape 
backup apparatus 240. The list contains for each file a 32-bit CRC code (calculated for the respective 

25 name, date/time stamp and file size information). The tape backup apparatus 240 returns a list of the 
files that match its existing backup file contents, and for each file it also returns a signature (in this 
case a 32-bit CRC checksum calculated over the actual file data) and an indication of the location of 
the file on the backup server. For each of the potentially redundant files in the list, the FDM 330 
generates a respective signature value and compares it with the value returned by the tape backup 

30 apparatus 240. Where the signatures match, the file marking is changed from "New" to "Redundant". 
Thus, the output of the FDM 330 is a list of all files which are new or modified since the last backup, 
marked as: 

copy already held on backup server; 
new file, thus no need for block differencing; or 
use block differencing to determine which blocks changed. 



"Redundant", 
35 "New", 

"Modified", 
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As well as files, the FDM 330 identifies any modifications to the system information used to 
rebuild the system in disaster recovery. This covers areas such as NetWare NDS partitions, disk 
partition information, file system types and details (e.g. compressed), bootstrap partitions (e.g. MBR, 
NetWare DOS partition). 

5 

BLOCK DIFFERENCING 

A block-differencing module (BDM) 340 determines which blocks in each file have changed 
since the last backup. The process of identifying the changed portions (deltas) of files is performed by 
two basic processes. The first process is a sliding fingerprint (SFP) process 342. In general, a 

10 fingerprinting process is a probabilistic algorithm, where the probability of a failure is made far less 
than the probability of an undetected failure of the underlying storage and communication media (for 
further, detailed information on fingerprinting, the reader is referred to the book by Richard Karp and 
Michael Rabin, "Efficient randomised pattern matching algorithms", Harvard University Centre for 
Research in Computing Technology, TR-3I-81, Dec 1981). The second process involves active 

15 detection of writes to regions of files; this technique requires a process called a file delta accelerator 
(FDA) process 345. The FDA process 345 is a background process which operates all the time to 
monitor the client's operating system 312 write calls and maintain a log 347 of which logical regions 
of which files have been modified 

The FDA process 345 is more efficient for files that are updated in place (e.g. databases), 

20 while the SFP process 342 is far more efficient for document files that are entirely (or largely) 
rewritten with each update - although, only a small portion of the file may have been modified. As 
will be described, the present embodiment makes use of a combination of an SFP process 342 and a 
FDA process 345. As each modified file is opened for backup, the FDA process log 347 is checked to 
see how much of the file has been modified. If more than a threshold percentage, for example 5-10 

25 percent, has been modified, and if the absolute size of the changes is smaller than a given size (e.g. 2 
MB), then the SFP process 342 is selected as the appropriate process to use. Otherwise, the FDA- 
detected regions are used. Note that if the local client 210a crashes without a 'clean* FDA shutdown, 
all FDA log 347 information is totally invalidated, so the BDM 340 must temporarily revert to the SFP 
process (or a conventional incremental backup) when the next backup is performed. 

30 The SFP process 342 divides an updated file into equal-sized "chunks", the size of which 

varies depending on the file size. Each chunk has a 12-byte fingerprint calculated for it, and the 
fingerprints are sent with the backup data for the file to be stored by the tape backup apparatus 240. 
When a file is to be checked with the SFP process 342, the BDM 340 communicates with the tape 
backup apparatus 240 to download the fingerprint set for the file in question. It is also possible to 

35 locally cache fingerprint sets for files that are frequently accessed. The SFP process 342 then 
calculates the fingerprint function for the updated version of the file, starting from the first byte and 
using a chunk size the same size as for the last backup of the file. Then the SFP process 342 compares 
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the resulting new first fingerprint with the previous fingerprint set to a find a match. If there is a 
match, then the chunk starting at that byte is already present on the tape backup apparatus 240, and 
thus need not be backed up. If there is no match, then the fingerprint function calculation is repeated 
but starting at the next (second) byte, and so on. 
5 For all files that are "Modified", the block differencing process is performed as described 

above, producing a stream of modified chunks (plus new fingerprints) for each file. For "New" files 
there is no need for block differencing, so the entire file is broken up into chunks (the initial chunk 
size depends on the file size) with a new fmgerprint being calculated for each chunk. All these file 
chunks (plus new fmgerprints) are sent to a data transfer module 350, described below in more detail, 
10 to be compressed and sent to the tape backup apparatus 240. 

DATA TRANSFER MODULE 

A data transfer module (DIM) 350 performs the actual transfer of the backup data from the 
backup agent 210a to the tape backup apparatus 240. As chunks of backup data (plus fmgerprints) are 
15 received from the BDM 340, they are compressed and added to a backup stream of data for transfer to 
the tape backup apparatus 240. There is a delay between the transfer of each chunk due to the times 
taken to obtain the chunk and compress it, and the need to limit the client backup transfer data rate. 
This method breaks the backup stream into small discrete pieces, thus making it less network 
bandwidth intensive. The selected data transfer rate and delay is determined by the tape backup 
20 apparatus 240, as will be described. 

All the differences in ail the changed files since the last backup are stored in backup directory 
files (BDFs). BDFs also contain a fingerprint for each respective file chunk, and RFE index 
information (date/time stamps, signatures, etc) for each changed file, which will be described below. 

All backup data is indexed so that it can be reconstructed from the various BDFs on the tape 
25 backup apparatus 240. Pointers to areas of the various BDFs are used for reconstruction purposes, and 
these pointers are held in the DTF, which indexes all the files on the tape backup apparatus 240. 

An exemplary DTF and associated BDFs, BDF1 and BDF2, are illustrated in Figure 4. For 
example, with reference to Figure 4, consider the scenario in which a file, Filel, was originally backed 
up in BDFl 400, and then the first chunk, Chunk la, was modified and was stored in BDF2 405, as 
30 Chunk lb. Then, the entry in the DTF 410 has a pointer, Pointer 1, to BDF2 for the first chunk, 
Chunklb, and also a pointer, Pointer2, to BDFl for the unchanged chunks, Chunk2a and Chunk3a, of 
the file. Thus, for a restore operation of File 1, File 1 comprises Chunk lb (in BDF2) and all chunks 
from Chunk 2a (in BDFl). 

For "Redundant* 1 files, the entry in the DTF 410 is a copy of the pointers) to the already 
35 existing copy of that file on the tape backup apparatus 240. 

Every time a backup is performed, a new DTF is generated. The new DTF is sent to the tape 
backup apparatus 240 and also cached to the local client system. Since only a small number of files 
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will typically have changed since the last backup, the new DTF can use pointers to the previous DTF 
for those parts of the directory that are unchanged. 

RESTORE MODULE 

5 A restore module 350, performs restore operations using the OTPs to generate a directory tree 

of all files that can be restored. The restore module 330 can either use the local cached copies of the 
DTFs (for recent views) or download other ones from the tape backup apparatus 240 (for older views). 
If the restore is being performed from a mounted tape (e.g. a historical archive) in the tape backup 
apparatus 240, then there will be a complete second set of DTFs to provide an alternate historical 
10 restore view. Any restore from tape media, rather than hard disk drive device, would be much slower. 

Since the DTF generated for every delta backup is a (virtual) complete list of all files, the user 
can change the restore view to an earlier backup and restore an older copy of a file. By default, the 
initial restore tree is from the latest backup. 

When a user selects to restore a specific file from a specific backup, the DTFs are used to 
15 identify which portions of which BDF contain the file data. This data is then copied from the tape 
backup apparatus 240 to the backup agent 215a, decompressed, and written to the specified location in 
the client storage. 

A directory tree of all files which can be restored is generated and viewed in a graphical user 
interface, for example an extension to the Windows Explorer program available on Microsoft 

20 Windows 95 and Windows NT4. This provides a familiar and easy to use environment for users to 
restore their backup data. This process covers restoration from the local client 210a. However, this 
does not apply to server data, particularly for NetWare, which does not have a graphical console. In 
this case, the server data restore tree would need to be available through a remote workstation console 
(not shown). There are two methods by which this could be done: 

25 * if a user logs in as a backup administrator in the tape backup apparatus administration 

interface, then display ALL server volumes for restore; or 

* alternatively, use the configured server drive mappings to indicate which server volumes to 
display in the restore directory tree. File security information stored in theBDFs is used to filter the 
restore tree based on the user security used for each server drive mapping. 

30 

TAPE BACKUP APPARATUS 

According to the present embodiment, the tape backup apparatus 240 functionally comprises a 
set of modules each consisting of one or more control programs. The programs may comprise 
software routines, written for example in the C++ programming language, but preferably comprise 
35 firmware stored in non-volatile memory such as read only memory (ROM), or hardware comprising 
application specific integrated circuits (ASICs). In the present embodiment, the tape backup apparatus 
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240 is in the form of a dedicated, networked appliance, as will be described below in more detail with 
reference to Figure 9. 

The tape backup apparatus 240 comprises two-levels of data storage for backup data. The first 
level of data storage is on-line, random access storage, in the form of a hard disk drive device 244, of 
5 sufficient capacity potentially to at least store all data from all local client storage. From this hard disk 
drive device 244, any client can restore any of its most recently backed up files or whole file system, 
without having to address any tape storage. Hitherto, tape backup systems known to the applicants 
rely on tape backup as the first, and typically only, level of backup. The second level of storage 
comprises off-site, off-line tapes, which are removed from the tape backup apparatus 240 by the 

10 system administrator. Data on a tape can be accessed by a client once the tape has been re-loaded 
mounted into the tape backup apparatus 240, since the tape can be 'mounted' as a volume of the file 
system of the tape backup apparatus 240. Of course, data recovery from tape will always take longer 
than data recovery from on-line storage. 

The tape backup apparatus 240 according to the present invention provides extremely 

15 convenient access by a client to recover one or more lost files, which have been backed up, without the 
need to find an archived tope. Typically, tape-based backup systems use a different tape for each day 
of the week, and thus require use of a particular tape for the day on which the data was last backed up 
to restore any data which has been lost This means that generally tape-based backup systems must 
regularly (e.g. once a week) repeat a full backup of all data (including unchanged file that have already 

20 been backed up) to prevent needing an unmanageable number of tapes to restore a file or system. The 
present tape backup apparatus 240 maintains in on-line storage 244 an instance of every backed up 
client file, and any or all files can be restored at any time by a client-initiated process. This also means 
that there is no longer any need to repeat a backup of unchanged files - only the changes are sent after 
the first backup. 

25 The major functional modules in the tape backup apparatus 240 will now be described in 

association with the functional block diagram in Figure 5. 

BACKUP DYNAMIC SCHEDULER 

A backup dynamic scheduler 500, or backup scheduler, for the tape backup apparatus 240, 
30 works in conjunction with the dynamic scheduler 3 10 in the client backup agent 215a. The role of the 

backup scheduler 500 is to control the flow of backup jobs in order to control the network bandwidth 

used by the backup data traffic. 

The backup scheduler 500 varies the active jobs so that the amount of backup traffic over the 

network is 'throttled* (or restricted), and is kept within a defined bandwidth such as 5%. Thus, the 
35 backup traffic will be guaranteed never to use more than 5% of the network bandwidth. If there are 

too many backup jobs or too much changed data then the time to complete the backup jobs will 

extend. Thus the tape backup apparatus scheduling of the backup jobs may mean that data cannot 
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always be protected within the target period (e.g. 1 hour). The parameters and their respective 
thresholds, which are used to determine whether a backup operation can be allowed, are stored in a 
backup configuration file 504. There are two basic methods that can be used to throttle the backup 
traffic: 

5 1. Each backup agent transfers the backup data at a specified controlled rate (e.g. 50KB/sec) 

by adding artificial delays between small backup data blocks. For example, a single client sending 
16K blocks with 200ms delays between blocks uses 5% of available network bandwidth for a 10 Mbit 
Ethernet 

2. Each backup agent, when it is active, bursts the backup data, aiming to complete the 

10 backup in a short time. However, the size of the backup data blocks needs to be limited (e.g. to 16K) 
so that the backup does not use all available network bandwidth. A single client streaming 1 6K blocks 
uses approximately 25% of the available network bandwidth, and two streaming clients use 45% etc. 
The throttling will then sequence the jobs, so that only a small number (e.g. 2) are active 
simultaneously, and add large delays between jobs so that the overall average bandwidth used is 5%. 

15 The backup scheduler 500 also includes a prioritisation scheme based on the time jobs have 

been waiting to start, the estimated amount of data sent in each job, and the available network 
bandwidth. The prioritisation scheme variables are stored in a prioritisation file 502 on the tape 
backup apparatus 500. For example, if a backup request from a backup agent is refused due to 
insufficient network bandwidth, the time of the first refusal is logged, and subsequent requests are 

20 compared with other outstanding requests against the length of time since the first refusal. The job 
that has been waiting the longest will be started first An adaptive algorithm in the backup scheduler 
500 that * learns ' the average job size from the system, by averaging over all jobs received in a fixed 
time period of, for example, one week, can oetermine the estimated size of the jobs. 

The backup scheduler 500 also adapts to the network conditions so that if the network 

25 consistently has much more than 5% available bandwidth, then the backup scheduler will sequence 
backup jobs to use more network bandwidth (e.g. 10%) during slack periods. 

The tape backup apparatus administrator may configure the backup scheduler 500 to give 
priority to the backup jobs at the expense of the network bandwidth, in which case the job sequencing 
priorities are assigned based on the time since the last backup rather than network bandwidth. 

30 

REDUNDANT FILE ELIMINATION MODULE 

A redundant file elimination (RFE) module 5 10 maintains an index, the RFE index 5 12, in the 
tape backup apparatus 240. The RFE index 512 is a database which is either held in memory or on the 
hard disk drive device 244, listing all the files held in the primary storage. The index 512 is used by 
35 the backup apparatus 240 to determine whether files requested to be backed up by the local client 2 1 5a 
are already backed up by another client and, therefore, do not need to be backed up again. The RFE 
index 5 12 holds a file record for each file stored. Each file record, as illustrated in Figure 8, only takes 
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approximately 28 bytes (4 bytes of file ID, 4 bytes of client ID, 8 bytes of file size, 4 bytes of CRC 
(calculated over the name/size/modified date and tune stamp), 8 bytes of file signature), so that even 
with millions of files to store the RFE index memory requirements are not excessive. 

The backup agent 215a sends to the tape backup apparatus 240 a list identifying new files to 
5 be backed up. The list only contains the four bytes of CRC for each file, where the CRC contains 
sufficient information to allow file comparison and identification. Using the CRC information, each 
file in the list is compared with entries in the RFE index 5 12 for a match. If any matches are found, 
the tape backup apparatus 240 returns a list of these files, plus their signatures and locations, as 
already mentioned above. The backup agent 215a compares the returned signatures with signatures 
10 generated for its local files to determine if the files are exactly the same. 

BACKUP STORAGE MODULE 

Each backup agent 215 sends its backup data and the most recent DFT to the tape backup 
apparatus 240 for storage by the backup storage module (BSM) 520. The backup data comprises the 
15 stream of file data to be backup up. A backup storage module 520 stores the files in on-line media 
such as one or more hard disk drive devices 244. The on-line media 244 is divided into logical areas, 
including: 

* Full area 524 (which holds the baseline full backup and the respective fingerprint data) 

20 * Delta area 526 (which holds changes since the baseline full backup and respective 

fingerprint data) 

* Merge area 528 (which is the workspace used during merge of changes into new baseline 
full backups) 

25 The hard disk drive device 244 also holds working files such as the prioriusation file 502 and 

the backup configuration file 504, and, where applicable, the RFE index 512. The baseline full 
backups in the full area 524 consist of a single backup data file and directory tree file for each client 
215, and these are used as a baseline for the delta backup data. For example, if a delta is the first block 
of a file, then to restore this file the first block is obtained from the delta backup and the rest is 

30 obtained from the baseline full backup. The full backups are initialised when the first backup is 
performed on the client system. However, if the initial full backups were then left untouched, over 
time there would be an unmanageably large number of delta backups (which would impact storage 
space and restore time). Thus, there must be a regular update of the baseline full backups by merging 
the delta data into a new baseline full backup, as will be described below. 

35 The delta area 526 contains the delta backups from each client Delta backups also each 

comprise a backup data file and a directory tree file. Note that the directory tree files are themselves 
deltas on the baseline full backup directory tree file. 
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The merge area 528 is used for merge operations. At pre-determined regular intervals, for 
example every month, there is a space-saving operation to merge the oldest delta backups for each 
client into a new baseline full backup. Also, there are regular space-saving operations to merge the 
hourly delta backups for a 24-hour period into a single delta backup, as described below. 

5 

MERGE CONTROL MODULE 

A merge control module MCM 530 is responsible for merging multiple delta backups together 
with either the baseline full backup or with other delta backups. The purpose of this is to reduce the 
amount of on-line capacity used by deltas, while niamtaining a reasonable history of changes so that 

10 the user can restore files from up to at least a week ago. Without this merge function, there would be 
at least 1 0 deltas for each day (hourly backups). 

The MCM 530 can be configured by the server administrator with merge criteria to suit the 
network environment. The criteria are stored in the backup configuration file 504. For example, 
keeping hourly backups would not be productive beyond one day. Therefore, one possible default 

15 criterion is to merge the last 24 hours' deltas into one daily delta, for example at 1 1:59pm each day. 
Another possible scenario is for the MCM 530 to reduce the number of daily deltas, at the end of four 
weeks, by merging the oldest two weeks of deltas into a new baseline full backup. In this example, 
whenever the user requests a restore view, they have the capability to view hourly history for the 
current day and at least two weeks of daily history. 

20 If the backup storage delta area 526 reaches a pre-determined threshold, for example 95% 

capacity, the MCM 530 overrides the merge criteria and performs an immediate merge of the older 
deltas into the baseline full backup. 

Another function of the MCM 530 is to delete files from the baseline full backup when they 
have been deleted from a respective client system and are older than a predefined, user-configurable 

25 period such as one month. The MCM 530 regularly (e.g. weekly) compares the directory tree files of 
the baseline full backup with the directory tree files of the delta backups. Since directory tree files 
contain a 'snap-shof of all files present in the file system at the time, deleted files will be present in the 
full backup but not in any of the delta backups. After identifying any deleted files, if these files are 
older than a predefined period (e.g. one-month) then they are removed from the baseline full backup. 

30 In this way, the storage requirements of the baseline full backup are not dramatically increased by old 
deleted data. It is still possible to keep copies of old data in archives by using offsite tapes generated 
by a tape backup module. 

A further feature of the MCM 530 is to detect when multiple pointers, from different clients, 
point to a single baseline file entry. In this case, a standard merge operation cannot occur, to merge a 

35 delta for one client with the baseline entry, otherwise the entry would be wrong for the other client(s). 
The means to overcome this, applied by the MCM, is not to merge the baseline entry with any deltas, 
unless all the deltas are the same. One alternative would be to carry out the merge for one client but 
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modify the deltas for the other client Another alternative would be create a new baseline entry for the 
other client(s) and then merge the delta with the baseline entry for the first-mentioned client 

TAPE BACKUP MODULE 
5 As already described, initially all the selected backup data is sent from the backup agents 215 

to on-line storage (hard disk drive device) 244 on the tape backup apparatus 240, and is available for 
immediate restore from that media. However, this does not provide a complete backup solution, as the 
backup data is still susceptible to a disaster since it may still be on the same site as the original data. 
Therefore, in accordance with the present embodiment, a regular copy of the tape backup apparatus 

10 data is made to removable storage (in this case tape), so that it can be taken offsite. The backup to 
tape step is made on the basis of predetermined criteria independently of any message received from 
clients or elsewhere. A 

A tape backup module (IBM) 540 provides- this capability. The TBM 540 copies the tape 
backup apparatus*, on-line data on the hard disk drive device 242 to tape media at a pre-determined 

15 customer-scheduled time and day/date. The TBM 540 copies a mirror image of the blocks of data on 
the hard disk drive device 244 to tape. Such block-level copying allows large blocks of data to be read 
directly from the disk, rather than reading each file one at a time through the file system. This 
improves the data rate from disk to tape and thus ensures that the tape is kept constantly supplied 
(streaming) with data. 

20 The tape backup operation necessarily runs while the tape backup apparatus 240 is still 

actively able to accept and manage backup data from the clients. For this reason, the TBM 540 
incorporates active file manager technology, which is described above, to prevent backup corruption. 

The backup administrator can schedule the generation of an offsite backup tape by specifying 
the day/date and the time of day they want the tape. This configuration information is stored in the 

25 backup configuration file 504. In other words, the administrator can configure the TBM 540 to 
produce a complete tape copy of all backup data at a convenient time, for example, to take the tape 
with them when they leave work at 5.30pm each weekday. The TBM 540 calculates the start time of a 
tape backup based on the administrator's completion time, the amount of data held on the backup 
server, and data transfer rate of the tape backup apparatus. 
• 30 The default offsite tape backup schedule is every weekday at 5.30pm. If a tape is loaded in 

the drive at the start time of the backup, it will automatically be overwritten with a new full backup. 
At the end of the backup, the tape is automatically ejected from the tape backup apparatus so that it is 
clearly finished and ready to be taken away by the administrator. 

Since deleted files more than one month old will be removed from the baseline full backup, 

35 the offsite tapes can be used as archive storage for such files. By saving an offsite tape at regular 
intervals (for example at the end of each week) the user can archive the backup data in case any old 
deleted files are ever required in the future. Also, there may be legal requirements to keep backup data 
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for a period of years. There should be a configuration option to enforce this retention of offsite media 
for archive purposes, so that the regular tape backup will not automatically overwrite archived tapes. 

Since the tape backup media may be used as archives, there must be a facility for the backup 
agent 215a to access an archive tape for restoring files. The way this is done is to mount the tape 
5 backup apparatus image on the tape 242 as a read-only disk volume, and thus provide access to the 
archived directory tree files and backup data files on the tape. To speed up the generation of the 
restore tree, the tape copies of the directory tree files can be copied onto the tape backup apparatus 
hard disk drive device. After the archive tape is successfully mounted for restore access, the restore 
tree views in Windows Explorer provides an archive restore tree, as described above. 

10 

DISASTER RECOVERY MODULE 

When a client system 210a completely fails, the tape backup apparatus 240 can be used to 
restore the complete data environment onto a new replacement or repaired system. All of the files are 
held on the on-line storage 244 of the tape backup apparatus 240. A disaster recovery module (DRM) 
15 550 recovers requested files from the baseline full backup for the client and any deltas. The new 
system must have the appropriate operating system installed, and then install the backup agent to 
communicate with the tape backup apparatus 240. The restore module 350 of a client is initiated by an 
administrator to communicate with the DRM 550 and copy back all of the data from the last backup 
(in effect a reverse RFE). 

20 The DTFs on the tape backup apparatus 240 are used to determine the state of the system to be 

recovered. There are also options to select an older system state to restore for the disaster recovery by 
using previous delta versions of the directory tree files, which would be used if the latest state of the 
system were corrupted. 

Due to the fact that large quantities of the data need to be transferred over the network to 
25 recover a complete system, there is also an option to schedule the disaster recovery operation. Since 
the recovery is performed from the on-line storage 244 in the tape backup apparatus 240, there is no 
user intervention required and the recovery can proceed unattended at any time. 

BACKUP OPERATION 

30 A basic backup operation from the client 210a to the tape backup apparatus 240 will now be 

described with reference to the flow diagram in Figure 6, which splits client side and tape backup 
apparatus side operations. 

For the backup agent 2 1 5a, the dynamic scheduler 310 schedules a backup operation, in step 
600, on the basis of the time lapsed since the last backup and/or the amount of new data, client 

35 loading, and/or network loading. When the criteria for the backup operation are met, the dynamic 
scheduler 310 issues a request, in step 605, to the tape backup apparatus 240 for a backup slot. The 
tape backup apparatus 240 receives the request, and the backup scheduler 500 checks the tape backup 
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apparatus loading and network loading, in step 610, and accepts or rejects the request If rejected, the 
dynamic scheduler 3 1 0 makes further requests until a request is accepted. 

Once a request is accepted by the tape backup apparatus 240, in step 615 the FDM 330 
compiles from all the files stored on the client 210a a first list of files that have been amended or 
5 added since the client was last backed up. 

By way of example, assume that the client 210a only stores five files. The statuses of the five 
exemplary files stored by the client 210a are illustrated in Figure 7a. Obviously, in practice, the 
number of files will be much larger. 

As shown in Figure 7a, File 1 and File 2 are modified files, where File 1 has modified blocks 

10 3 and 7 and a respective modified date and time stamp, and File 2 has a modified block 5 and a 
respective modified date and time stamp. These modified files have already been backed up at least 
once. The modified portions of the files are highlighted in the diagram using thick lines. References 
to the modified blocks are stored in the FDA log 347. File 3 is an existing file, which has not been 
modified since the last backup, and File 4 and File 5 are new files. As shown, File 4 is a 'common' 

15 file, which has an exact copy already on the file server 240 for another client, and File 5 is a 'unique 1 
file, which is new to both the client 210a and to the tape backup apparatus 240. Although the statuses 
of the new files are shown in Figure 7a, this is purely for ease of explanation herein and it will be 
appreciated that in practice the client 210a has no advance information about whether the tape backup 
apparatus 240 already contains versions of new files. 

20 The first list, although not specifically shown, includes all files illustrated in Figure 7a except 

File 3, since File 3 has not been modified. Having built the first list, in step 620 the FDM 330 
compiles a second file list for new files, including File 4 and File 5, as illustrated in Figure 7b. As 
shown, the second list contains for each file only a respective 4-byte CRC (calculated over the name, 
date/time stamp and file size information). The second list, comprising CRCs, is then transmitted to 

25 the tape backup apparatus 240 in step 623. The 4-byte amount of information per file minimises the 
network bandwidth required to send the information to the tape backup apparatus 240, while at the 
same time providing enough information for comparison purposes. 

The tape backup apparatus 240 receives the request, in step 625, and the RFE module 510 
compares the second file list with the entries in the RFE index 512 to find matching files which are 

30 already stored on the tape backup apparatus 240. 

An exemplary RFE index is illustrated in Figure 8. The RFE index 512 in Figure 8 includes 
entries for three clients: Client 1 10a, Client 1 10b and Client 1 lOn. Also shown is a representation of 
the tape backup apparatus on-line storage 242, representing the arrangement of files stored therein in 
very simple terms, for ease of understanding only (that is, the construction of files in the on-line 

35 storage 242 is not shown in terms of DTFs and BDFs). Figure 8 also shows the association between 
each file reference in the RFE index 512 with the files stored in the on-line storage 242, although it 
will be appreciated that there is no physical association, such as pointers, stored by the RFE index 512. 
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In this case, File 4 is a common file (in this example, it was initially stored for Client 1 lOn), 
and File 1 is also shown as being a common file (in this example, it was initially stored for Client 
1 10b). There is only one entry for each common file in the RFE index 512, where the entry is 
associated with the first client which introduced the file to the tape backup apparatus 240. 
5 Returning to the flow diagram, in step 630, the RFE module 510 compiles and returns a third 

list of files, and respective signatures and pointers, for the files that have RFE index entries, as shown 
in Figure 7c. Thus, File 4 only is included in the third list, where File 5, being a unique file, is 
ignored. 

The backup agent 215a receives the third list, in step 635, and the BDM 340 calculates a 
10 signature for each file stored on the .client 210a which appears in the list In step 640 the calculated 
signatures are compared with the respective received signatures (in this case there is only one 
calculated and one received signature for File 4) to confirm which files are already stored on the tape 
backup apparatus 240 (i.e. which files are redundant), and thus do not need backing up. 

Next, for each modified file (File 1 and File 2), the BDM 340 determines which specific parts 
15 of the files are different, in step 645. For this operation, the BDM 340 communicates with the tape 
backup apparatus 240 to retrieve the respective fingerprint information, as illustrated by step 645a. 

In step 648, the DTM 350 builds a fourth list, as illustrated in Figure 7d, which shows Filel, 
File 2, File 4 and File 5. This list comprises at least some information for all new and modified files. 
The data included with each entry in the fourth list are:- file name; modified date/time stamp; file 
20 differences (for modified files) or entire file data (for new and non-redundant files); signature; and 
pointer (if the file is a new, redundant file, the pointer is included to indicate where on the tape backup 
apparatus 240 the file is already located). 

Then, in step 650, the DTM 350 transmits the fourth list, as a backup data stream to be backup 
up to the tape backup apparatus 240. 
25 Finally, in step 655, the BSM 520 receives the data and arranges and stores the data in the tape 

backup apparatus 240. 

The above-described process outlines the steps required for a simple backup operation 
according to the present embodiment. The process can be varied or improved upon without moving 
away from the scope or the essence of the present invention. For example, more complex RFE 

30 procedures may be applied to cope with partial file redundancy, where the tape backup apparatus 
recognises that new files from one client are only slightly different from existing backed up files. As a 
result, only the differences between the new files and the already-stored files need to be backed up. 

The diagram in Figure 9 is a block diagram which illustrates the components of an exemplary 
tape backup apparatus according to the present invention. 

35 In Figure 9, the tape backup apparatus is referenced 900 and includes a interface 905 for 

transmitting data between the tape backup apparatus 900 and one or more clients (not shown). The 
interface 905 may comprise, for example, a local area network adapter, if the apparatus is configured 
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to be attached directly to a network, or a SCSI (small computer system interface) adapter, if the 
apparatus is configured to be attached directly to a computer. Thus, one or more clients can address 
the tape backup apparatus either directly across the network or via the computer. 

In the tape backup apparatus 900 a controller 910 controls the operation of all components of 
5 the backup apparatus 900, is responsible for processing messages received from clients and is 
responsible for managing the data movement within the apparatus, for example between hard disk 
drive device 920 and tape 940. The controller communicates with the other components of the 
apparatus via a system bus 912. The controller 150 typically comprises a microprocessor, for example 
a Motorola 68000 series microprocessor or an Intel 80386 microprocessor. The operation of the 
10 controller is determined by a program comprising firmware instructions stored in ROM 915. Main 
memory 913 comprising RAM is accessible by the controller 910 via the system bus 912. 

The hard disk drive device 920 is connected to the interface 905 such that it can receive or 
send client data from or to the interface 905. In a particularly preferred embodiment, the tape backup 
apparatus 900 includes further functionality to compress data before storing it on the hard disk drive 
15 device 920, thereby reducing the storage capacity requirement thereof. Many well-known 
compression algorithms may be used, for example a Lempel-Ziv substitution algorithm. 

A read/write processor 925 is connected to the hard disk drive device 920. The read/write 
processor 925 is arranged to receive data from the hard disk drive device 920 and convert it into a 
form suitable for driving read/write heads 930 of a tape mechanism 935 for storage of the data to tape 
20 media 940, or to receive data from the tape media 940 and convert it into a form suitable for storage on 
the hard disk drive device 920. Additionally, the read/write processor 925 includes error 
correction/detection functionality, which uses, for example, Reed-Solomon encoding, which is well- 
known in the data storage art. The tape media 940 is mounted in the tape mechanism 935, which loads 
and ejects the tape media 940, winds the tape media forwards or backwards as required and actuates 
25 the read/write heads 930 as appropriate. For example, the tape heads may be mounted on a rotating 
drum, which rotates at an oblique angle to the travel of the tape, such as in a well-known DDS (Digital 
Data Storage) tape drive. Alternatively, the tape heads may be mounted for perpendicular movement 
in relation to the travel of the tape, such as in digital linear tape recording technology. 

The interface 905 and read/write processor typically each comprise one or more appropriately 
30 programmed application-specific integrated circuits (ASICs). 

The components of the tape backup apparatus in its preferred embodiment are housed in a 
single housing (not shown) for convenience, thereby providing a dedicated data backup and restore 
apparatus and solution. The apparatus can be thought of as a novel tape drive comprising extra 
functionality and a large, non-volatile data storage facility. In practice, the non-volatile storage must 
35 have a capacity equal to or, most preferably, greater than the capacity of the combined local storage of 
all clients using the apparatus as a backup solution. Equally, the tape storage capacity of the apparatus 
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must be equal to or greater than that of the non-volatile storage. In both cases, the storage capacity 
would need to take into consideration any data compression that is being implemented. 

The dedicated data backup and restore apparatus can be configured by a system administrator, 
for example for the purposes of setting the daily time for backup of data from the hard disk drive 
5 device to tape, by logging on to the tape backup apparatus administration interface via a remote 
workstation console and configuring the apparatus using an appropriate user interface. 

There is no reason in practice why the components of the apparatus could not be arranged in a 
more distributed manner. For example, the controller could be embodied as a standard computer 
system, such as a PC, running appropriate software. The PC would then need to support appropriate 

10 hardware devices (hard disk drive device and tape drive). In this way, a similar but non-dedicated 
solution could be achieved, in a far less convenient manner. In particular, in a distributed solution 
each component would need to be individually added to the PC and configured, and great care would 
need to be taken whenever further components or devices were added to the PC, or the PC's 
configuration was changed. 

15 In future embodiments of the invention, the applicants envisage that the hard disk drive device 

920 may be replaced by an alternative, such as a solid state device. An example would be NV-RAM 
(non-volativel RAM), which presently can comprise SRAM (static RAM) with its own power supply 
(e.g. a battery), or EEPROM (electrically erasable programmable ROM). Such alternatives would 
currently be technically possible, but, it is believed, not financially viable. Additionally, the tape 

20 media may be replaced by an alternative removable media, for example, an appropriate NV-RAM 
technology. 

Other variations and improvements will become apparent to the skilled person on reading the 
present description. 



WO 99/12098 



PCT/GB98/02603 



21 

CLAIMS 

1. Tape storage apparatus, comprising: 

interface means for connecting the apparatus to one or more clients; 
5 controller means for controlling the apparatus and for processing messages received from the one 

or more clients; 

primary storage means; and 
tape storage means, 
wherein the controller is programmed: 
10 to process backup and restore messages received from the one or more clients respectively to 

backup to the primary storage means data received from the clients and to restore to said clients data from 
the primary storage means; and 

to backup to the tape storage means, in accordance with pre-defined criteria, at least some of the 
data stored in the primary storage means and to restore to the primary storage means, in accordance with a 
1 5 respective restore message received from a client, at least some data stored in the tape storage means. 

2. Apparatus according to claim 1, wherein the controller is programmed to maintain stored on the 
primary storage means at least the most current version of all data received from the clients. 

20 3. Apparatus according to either preceding claim, wherein the controller means is programmed to backup 
data stored in the primary storage means to the tape storage means independently of any messages from 
the clients. 

4. Apparatus according to any one of the preceding claims, wherein the primary storage means comprises 
25 a random access storage means. 

. 5. Apparatus according to any one of claims 1 to 3, wherein the primary storage means comprises non- 
volatile random access memory. 

30 6. Apparatus according to any one of the preceding claims, wherein the controller is programmed by 
instructions that are stored in non-volatile memory of the controller, said instructions being read and 
processed as required by the controller. 



WO 99/12098 



PCT/GB98/02603 



22 

7. Apparatus according to any one of the preceding claims, further comprising a housing configured 
specifically to house the controller, the interface means, the primary storage means and the tape storage 
means. 

5 8. Apparatus according to any one of the preceding claims, not provided with interface means for either 
or both a keyboard and visual display unit 

9. Apparatus according to any one of the preceding claims, wherein the controller is programmed for 
storing in the primary storage means baseline backup data and delta backup data. 

10 

10. Apparatus according to claim 9, wherein the controller is programmed for incorporating the delta 
backup data into the baseline backup data, to form new baseline data, in accordance with pre-determined 
criteria. 

15 11. Apparatus according to any one of the preceding claims, wherein the controller is programmed for 
receiving from a client a backup request message and for responding in the negative if either or both of the 
apparatus loading and the network loading exceed respective pre-determined limits. 

12. Apparatus according to any one of the preceding claims, wherein the controller is programmed for 
20 receiving from a client a message including an indication of the particular data the client wishes to 

backup, and for responding by indicating which (if any) of the particular data already has a version stored 
in the primary storage means. 

13. Apparatus according to any one of the preceding claims, wherein the controller is programmed to 
25 respond to a request message received from a client to restore to the client particular data, comprising 

combining respective delta and baseline data stored in the primary storage means to form the particular 
data. 

14. Apparatus according to claim 13, wherein the request message from the client requests restoration of 
30 particular data that is not the most recent version thereof backed up by the client, further comprising 

combining data stored in the tape storage means with the respective delta and baseline data to form the 
particular data. 

15. A method of backing up to a data backup and restore apparatus attached to a network data stored in 



WO 99/12098 



PCT/GB98/02603 



23 

one or more clients also attached to the network, the method comprising the data backup and restore 
apparatus storing in primary data storage a most recent version of all data received from the clients and, 
from time to time, in accordance with predetermined criteria, storing in secondary data storage at least 
some of the data stored in the primary data storage. 

5 

16. A data storage system comprising: 

a network; 

tape storage apparatus as claimed in any one of claims 1 to 14; and 

at least one client connected to the apparatus, the (or the at least one) client comprising client 
10 storage means and client processing means, the client processing means being programmed in accordance 
with pre-determined criteria to determine when data stored in the client storage means should be backed 
up to the tape backup apparatus. 

17. A system according to claim 16, wherein the client processing means comprises means to form and 
15 transmit a message to the tape storage apparatus, the message including a request to initiate a backup 

operation. 

18. A system according to claim 16 or claim 17, wherein the client processing means comprises means to 
schedule a backup operation, means to select data in the client storage means to be backed-up, and means 

20 to transmit data across the network for storage by the tape storage apparatus. 

19. A client configured for operation in a data storage system as claimed in any one of claims 16 to 18. 

20. Data backup and restore apparatus, comprising: 

25 interface means for connecting the apparatus to one or more clients; 

a controller, 

a primary storage means; and 

a secondary storage means, 
wherein the controller is programmed: 
30 to process backup and restore messages received from the one or more clients respectively to 

backup to the primary storage means data received from the clients and to restore to said clients data from 
the primary storage means; and 
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to backup to the tape storage means, in accordance with pre-defined criteria, at least some of the 
data stored in the primary storage means and to restore to the primary storage means, in accordance with a 
respective restore message received from a client, at least some data stored in the tape storage means. 



WO 99/12098 



PCT/GB98/02603 



1/9 




WO 99/12098 



PCT/GB98/02603 



2/9 



o 



0> 



0 



□ 

I 



Q. 

8 

CD 




o 
o 



.2 



Ql 
ZJ 

o 

(0 
CD 



CN 



u 



0 



I 



03 
O 



c 
ft 

Q. 
3 

O 
CO 
CQ 



cd 



(N 




o 




WO 99/12098 



PCT/GB98/02603 



3/9 




1 


1 


2 ° 










5l 




WO 99/12098 



PCT/GB98/02603 



4/9 



o 



3 
















S 
















cto 












a 








3 




5 












u 




a 








3 










e 






O 








CJ 








« 











WO 99/12098 



PCT/CB98/02603 



5/9 




w E 










2 <N 




WO 99/12098 



6/9 



CLIENT SIDE 



600 



605 



PCT/GB98/02603 



BACKUP SERVER SIDE 



SCHEDULE BACKUP 



REQUEST SLOT 



I 



FILE DIFFERENCING 



615 



BUILD NEW FILE LIST 



£ 



TRANSMIT NEW FILE LIST 



620 



623 



£ 



RECEIVE LIST & CALCULATE 
SIGNATURES 



£ 



635 



COMPARE 
SIGNATURES 



£ 



640 



BLOCK 
DIFFERENCING 



645 



BUILD LIST 



TRANSMIT DATA FOR 
BACKUP 



648 



650 



Figure 6 




YES 



625 



£ 



630 



COMPARE WITH RFE 
INDEX 

I 



COMPILE LIST & 
RETURN 



645a 
H 



RETURN 
FINGERPRINTS 



655 



BACKUP DATA 



WO 99/12098 



PCT/GB98/02603 



7/9 



*0 
g 

o 

s 



O 



c 

© 
a 



a 
o 

S 

s 

o 
U 

z. 



ON 


OS 


On 


On 


00 


oo 


00 


OO 










VO 






v/-> 




m 


* 






^i- 








m 


cn 


m 


CM 


<N 










»— < 




a 


S 






H 


P 


s 


s 

H 












5 
















0* 


« 


0J 


Q 


Q 


Q 


Q 










5 


a 


a 


s 




01 






a 


o 


a 


C 




o 






mm 
•mm 


Fil 








«s 








J2 














fa 


• p»« 

En 







I 



1 


a> 








.§> 


i 


I 
a 


1 


i, 






• »-h 

00 


••-4 

00 


00 


1 a 




a 


a 


a 



cd 



s 

a 











u 


U 




V) 








E 














tJJO 









1 

O 



1 
i 

55 



4> 

a 

01 
a 



mm* 



o 
P 

DO 



1 

00 



1 

& 

CO 



CO 



1 

o 



E 
H 

Q 



0> 

S 

cs 
a 



a> 

s 

Q 



1 

a 

CO 



4> 

a 

03 

a> 



a> 

a 

a 



ON 



OO 



VO 



s 


s 










» 


3 


OS 




Q 


Q 



a» 

a 

OS 

d 

£ 



£ 



0> 



T3 



4> 



WO 99A2098 



PCT/GB98/02603 



8/9 





















UP DATA 


ilel 




CO 

a> 






< 

JO 


FileB 


U 

a> 
t— » 




i 


ft, 










































N 











oo 

CD 



X 
w 



u 


m 




3 


u 


© 


U 


Tf 

O) 


Signati 


Signati 


Signati 


Signatu 


Signati 


Signatu 


Signatu 


Signati 


CRC 


CRC 


CRC j 


CRC 


CRC 


CRC 


CRC 


CRC 


Size 


Size 


Size 


Size 


Size 


Size 


Size 


Size 


10a 


10a 


10a 


10b 


10b 


10b 


lOn 


lOn 


Client 1 


Client 1 


Client 1 


Client 1 


Client 1 


Client 1 


Client 1 


Client 1 


File 2 


CO 

J2 


*n 


File A 


File 1 


FileB 


FileC 


File 4 



tin 



WO 99/12098 



PCT/GB98/02603 




INTERNATIONAL SEARCH REPORT 



Into mat Application No 

PCT/GB 98/02603 



According to International Patent Ctaosif fcaUon (IPC) or to both national classification and IPC 



B. FIELDS SEARCHED 



t or* 1 *" documertatton «©arcnod (classification system followed by classification symbols) 

IPC 6 606F 



Doojmemation soarchod other than minimum oocumontatton to the extent that such documonta are included tntbetekte 



searched 



Etectronic data base consulted during tha International search (name of data base and, whera pmctlcoi search terms used) 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category 



Citation of document, with Indication, where appropriate, of the relevant passages 



Relevant to daim No. 



EP 0 410 630 A (INTERNATIONAL BUSINESS 

MACHINES) 30 January 1991 

see page 3, line 25 - page 4, line 3 

EP 0 769 741 A (DIGITAL EQUIPMENT 
CORPORATION) 23 April 1997 
see column 2, ltne 29 - line 59 

EP 0 541 281 A (AMERICAN TELEPHONE AND 
TELEGRAPH COMPANY) 12 May 1993 
see abstract 



1-10,12, 
13,15-20 

11,14 

11 



14 



| Further documents are Bated in the continuation ol box C. 



Patent family members are listed In annex. 



Special categories of cited documents : 

"A - document defining the general state of the art which Is not 

considered to be of particular relevance 
•E* eartter document bu! pubttsnod on or after the fcttematlonal 
fling date 

•L- oecument which may throw doubts on priority da»n<3) or 
which b cited to establish the publication date of another 
citation or other special reason (as specified) 

document referring to an oral disclosure, use, exhibition or 
other means 

■P- document pubfebed prior to the International filfrig date but 
later than the priority date claimed 



Date ol the actual comptetion of the International search 



22 December 1998 



T lator document published after the International filing date 
or priority date and not in conflict wrth the application but 
cited to understand the prinapte or theory undertying the 
Invention 

"X" document of particular relevance; the claimed invention 
cannot be considered novel or cannot be considered to 
involve an inventive step when the document Is taken alone 

" Y " document of particular relevance; the claimed invention 

cannot be considered to Involve an Inventive step when the 
document Is combined with one or more other such docu- 
ments, such combination being obvious to a person sktfed 
in the art 

"AV" document member of the same patent famtty 



Name and mailing address of the ISA 

European Patent Office, P.B. 5818 Paterrtlaan 2 
NL - 2280 HV Rfjswijk 
TeL (+31-70) 340n2040. Tx. 31 651 epo rrt. 
Fax: (+31-70) 340-3016 



Date of mailng ol the international search report 



04/01/1999 



Authorized officer 



Corremans, G 



Fomt PCT/ISA/21 0 (second diMi) (July 1902) 



INTERNATIONAL SEARCH REPORT 

.formation on potent family members 



bite* snal Application Ho 

PCT/GB 98/02603 



Patent document 
cited in search report 



PubBcafon 



Patent family 
members) 



PubBcation 





A 


30-01- 


-1991 


US 


5454099 A 


26-09-1995 










0E 


69025507 D 


04-04-1996 










DE 


69025507 T 


19-09-1996 










JP 


1980305 C 


17-10-1995 










JP 


3059734 A 


14-03-1991 










.IP 


/U1D004 o 


22-02-1995 


EP 769741 


A 


23-04- 


1997 


us 


5778165 A 


07-07-1998 


EP 541281 


A 


12-05- 


•1993 


JP 


6290092 A 


18-10-1994 










us 


5559991 A 


24-09-1996 



F«m PCT/»SA/?10 (patent temiy mex) (Jiiy 1992) 



